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Introduction

Definition and missions

[Crowdstrike2025honeypot]

“A honeypot is a cybersecurity mechanism that uses a manufactured attack
target to lure cybercriminals away from legitimate targets. They also

gather intelligence about the identity, methods and motivations of
adversaries.”

Missions of honeypot:

= Detect suspicious actions

=2 Decoy attackers

=2 Gather Cyber Threat
Intelligence

[Crowdstrike2025honeypot] https://www.crowdstrike.com/en-au/cybersecurity-101/exposure-management/honeypots/
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Motivation

A R P' b a Se d d Ete Cti O n [boulaiche2008honeyd]

Real Machine

=

AN

Attacker

Honeyd

Honeypot

(default configuration)

N\

Honeypot

(custom configuration)

Fig.1: Architecture of a network using Honeyd

Honeyd-based honeypot
ARP analysis

[boulaiche2008honeyd] A. Boulaiche, K. Adi, Honeyd detection via abnormal behaviors generated by the arpd daemon., in: SECRYPT, 2008, pp. 65-71
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Motivation

A R P' b a Se d d Ete Cti O n [boulaiche2008honeyd]

Src.:. MAC B

<
A Dest.. MAC_A

Machine A Real machine
Src.: MAC_A
— Fig.2b: ARP real machine response
\ Dest.. IP_B
Machine A Machine B
Fig.2a: ARP request Src.: MAC _Honeyd
<

A Dest.: Broadcast

Machine A Honeyd

Fig.2c: ARP honeyd response

[boulaiche2008honeyd] A. Boulaiche, K. Adi, Honeyd detection via abnormal behaviors generated by the arpd daemon., in: SECRYPT, 2008, pp. 65-71
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Motivation

Related work
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[chen2008towards] X. Chen, J. Andersen, Z. M. Mao, M. Bailey, J. Nazario, Towards an understanding of anti-virtualization and anti-debugging behavior in modern malware, in: 2008 IEEE
international conference on dependable systems and networks with FTCS and DCC (DSN), IEEE, 2008, pp.177-186.
[lauren2017survey] S. Laurén, V. Leppanen, S. Rauti, J. Uitto, A survey on anti-honeypot and anti-introspection methods, Recent Advances in Information Systems and Technologies 2 (2017) 11-
13.
[afianian2019survey] A. Afianian, S. Niksefat, B. Sadeghiyan, D. Baptiste, Malware dynamic analysis evasion techniques: A survey, ACM Computing Surveys (CSUR) 52 (2019) 1-28.
[tay2023taxonomy] V. Tay, X. Li, D. Mashima, B. Ng, P. Cao, Z. Kalbarczyk, R. K. Iyer, Taxonomy of fingerprinting techniques for evaluation of smart grid honeypot realism, in: 2023 IEEE

*’?'*Ing% Eﬂﬁnal Conference on Communications, Control, and Computing Technologies for Smart Grids (SmartGridComm), IEEE, 2023, pp. 1-7.
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Honeypot detection taxonomy
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G

Honeypot detection taxonomy

Detection taxonomy - Vectors

Vector i Example
Code Default configuration, errors
Resource Level Virtualization
Scenario Human activity, difficulty of

compromission

Purpose Tools for CTI collection, decoy
Allowed Actions Strange security configuration
Physical Integration Sensor reponses

Can You Spot the Trap? Honeypot Detection in the Face of Evolving Evasion Tactics (SoK)
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Honeypot detection taxonomy

Detection taxonomy - Detection type

Suspicious service
Detector / give file ! 2\
\ ok
Request ,A (——l
) | /—\ file?
_— . Response :

| Fig.2a: Behavior-based detection use case
Behavior Response is suspicious, maybe not a honeypot ] <N
user”
. . Response could be legitimate, but | know a honevd
Fingerprint honeypot working like this / \ d

Fig.2b: Fingerprint-based detection use case
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Honeypot detection taxonomy

Detection taxonomy - Data source

Ref Technique Data source
[boulaiche2008honey
Network — 0 Analyse ARP packets Network
:i — [chenz023honeypetd — proyoke errors Application
Application -"- 87 o
/ zhuzozaneneyiudoel Read memory System
System

Fig.3: Data source of detection technique

[boulaiche2008honeyd] A. Boulaiche, K. Adi, Honeyd detection via abnormal behaviors generated by the arpd daemon., in: SECRYPT, 2008, pp. 65-71
[chen2023honeypot] X. Chen, B. Lu, R. Sun, M. Jiang, Honeypot detection method based on anomalous requests response differences, in: Proceedings of the 2023 6th International Conference

on Electronics, Communications and Control Engineering, 2023, pp. 109-117.
[zhu2024honeyjudge] H. Zhu, M. Liu, B. Chen, X. Che, P. Cheng, R. Deng, Honeyjudge: A plc honeypot identification framework based on device memory testing, IEEE Transactions on

Information Forensics and Security (2024)
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Honeypot detection taxonomy

Detection taxonomy - Location

Listening machine

/. \ Ref Technique Location

. [poutaichez008honeyd. Analyse ARP packets — Active machine
: [surnin2019probabilist Anal se She” Service
2 . () 5 y
=\ 11 * responses
Active machine [wenda2011honeypot]

Fingerprint Network  Listening
machine

Suspicious service

Fig.4: Location of detection technique

[boulaiche2008honeyd] A. Boulaiche, K. Adi, Honeyd detection via abnormal behaviors generated by the arpd daemon., in: SECRYPT, 2008, pp. 65-71

[surnin2019probabilistic] O. Surnin, F. Hussain, R. Hussain, S. Ostrovskaya, A. Polovinkin, J. Lee, X. Fernando, Probabilistic estimation of honeypot detection in internet of things environment, in:
2019 International Conference on Computing, Networking and Communications (ICNC), IEEE, 2019, pp. 191-196.

[wenda2011honeypot] D. Wenda, D. Ning, A honeypot detection method based on characteristic analysis and environment detection, in: 2011 International Conference in Electrics,
Communication and Automatic Control Proceedings, Springer, 2011, pp. 201-206.
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Detection techniques analysis
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Honeypot Detection in the Literature

DEteCtiOn by MemOry TESting [zhu2024honeyjudge]

Client iL 1P Data Flow — PLC memory
l - System State Memory

- Control Related Memory
- Input-Output Memory

PLC Honeypot
- Semantic conflicts
- Wrong variables
Physical - Less Noise in I/0

Actuator
Process

Fig.5: The memory architecture and connection within the PLC

[zhu2024honeyjudge] H. Zhu, M. Liu, B. Chen, X. Che, P. Cheng, R. Deng, Honeyjudge: A plc honeypot identification framework based on device memory testing, IEEE Transactions on
Information Forensics and Security (2024)
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Honeypot Detection in the Literature

DEteCtiOn by MemOry TESting [zhu2024honeyjudge]

Data Flow =

—_——— e e e e e e .y

! :
_____________________________ b A | [zhu2024honeyjudge]
S Y - Resource Level
:____:::::{:::::}i - Behavior
Central Process Unit (CPU) - i - Active Machine
_____________________________ # |
----------------------------  SU— i - System
________________________________________________________ iy
S o
Sensor +— Physical Actuator
Process

Fig.5: The memory architecture and connection within the PLC

[zhu2024honeyjudge] H. Zhu, M. Liu, B. Chen, X. Che, P. Cheng, R. Deng, Honeyjudge: A plc honeypot identification framework based on device memory testing, IEEE Transactions on
Information Forensics and Security (2024)
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Honeypot Detection in the Literature

D Ete Cti O n by P rO b i n g [chen2023honeypot]

Real service PSA
PSA | . |_\ ? V o
'CQO 3
a2 &~ HonCNN |
- Q/ ?g Suspicious
- t machine
onEype Prediction

Fig.6: Probing packets Set based

Fig.7: C lution N | Network for H t
on Anomaly (PSA) property ig onvolution Neuronal Network for Honeypo

detection

[chen2023honeypot] X. Chen, J. Andersen, Z. M. Mao, M. Bailey, J. Nazario, Towards an understanding of anti-virtualization and anti-debugging behavior in modern malware, in: 2008 IEEE
international conference on dependable systems and networks with FTCS and DCC (DSN), IEEE, 2008, pp. 177-186.
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Honeypot Detection in the Literature

D Ete Cti O n by P rO b i n g [chen2023honeypot]

[chen2023honeypot]
- Code PSA IIIIIE o
- Fingerprint MESp, — _)7;%
. . P A -

- Active Machine - =

- Application Q/%K HonCNN S
uspicious
machine

Prediction

Fig.7. Convolution Neuronal Network for Honeypot
detection

[chen2023honeypot] X. Chen, J. Andersen, Z. M. Mao, M. Bailey, J. Nazario, Towards an understanding of anti-virtualization and anti-debugging behavior in modern malware, in: 2008 IEEE
international conference on dependable systems and networks with FTCS and DCC (DSN), IEEE, 2008, pp. 177-186.
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Honeypot Detection in the Literature
Metrics I - 39 techniques / 20 papers

System, Application, Network: The Detection Data

Source
Signature vs. Behavior Counts
System 41%
Fingerprint 54%
Application 31%
Behavior 46%
Network 28%

Fig.9: Type of honeypot detection technique

Fig.8: Data source of honeypot detection technique
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Honeypot Detection in the Literature
Metrics II - 39 techniques / 20 papers

Code: The Primary Vector in Honeypot Detection

Code
Active Client: The Top Detection Location

Resource Level
62%

Active Machine

Purpose

Service 36%

Allowed Actions

Listening Machine 1§ 3%

Scenario

Fig.11: Location of honeypot detection technique
Physical Integration 1§ 3%

Fig.10: Vector of honeypot detection technique
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Honeypot Detection in the Literature
Metrics III - 39 techniques / 20 papers

Honeypot Detection Techniques Origins: Lab
Techniques Highlighted

Lab 90%

Real-World Attack 10%

Fig.12: Origin of honeypot detection technique
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Mitigation

©" CYBER CNIFR S%FRN AIRBUS

22



%

CYB=RCNI

customize the 1Y) EHEIAEI@Re, apps, addresses

Key: Aatiersiefault responses

Upgrade the pot Missing features

Hidden honeypot intents

- . User activit
Build a scenario y

SQ,E'ERN Can You Spot the Trap? Honeypot Detection in the Face A@p@@@ﬁl att@ SQCU rlty an d ad CceSS| b| I |ty

23



IELGEVWENS

©" CYBER CNIFR S%FRN AIRBUS



Takeaways

Dominant detection properties
Origin Lab

Category Operations/ Environment
Vector Code
Type Fingerprint/ Behavior
Data source Application / System / Network

Location Active Machine / Service
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My presentation in a nutshell
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Honeypot Detection in the Literature

Detection by Memory Testing wrwzoznoneyiuacs

Physical

+— Actuator
Process

[chen2008towards] X. Chen, J. Andersen, Z. M. Mao, M. Bailey, J. Nazario, Towards an understanding of anti-virtualization and anti-debugging behavior in modem malware, in: 2008 [EEE international
conference on dependable systems and networks with FTCS and DCC (DSN), IEEE, 2008, pp.177-186.

[lauren201 7survey] S. Laurén, V. Leppénen, S. Rauti, J. Uitto, A survey on anti-honeypot and anti-introspection methods, Recent Advances in Information Systems and Technologies 2 (2017) 11-13.
[afianian2019survey] A. Afianian, S. Niksefat, B. Sadeghiyan, D. Baptiste, Malware dynamic analysis evasion techniques: A survey, ACM Computing Surveys (CSUR) 52 (2019) 1-28.
[tay2023taxcnomy] V. Tay, X. U, D. Mashima, B. Ng, P. Cao, Z. Kalbarczyk, R. K. lyer, Taxonomy of fingerprinting techniques for evaluation of smart grid honeypot realism, in: 2023 IEEE Intemational Conference [zhu2024honeyjudge] H. Zhu, M. Liu, B. Chen, X. Che, P. Cheng, R. Deng, Honeyjudge: A plc honeypot identification framewaork based on device memory testing, IEEE Transactions on Information Forensics
on Communications, Control, and Computing Technologies for Smart Grids (SmartGridComm), IEEE, 2023, pp. 1-7. and Security (2024)
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Fig.5: The memory architecture and connection within the PLC
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App: banners, default responses

Upgrade the pot Missing features
Hidden honeypot intents

Build a scenario User activity

Appropriate security and accessibility

No Virtual Machine if not relevant
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Origin
Category
Vector
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Data source
Location
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Lab

Operations / Environment
Code

Fingerprint / Behavior
Application / System / Network
Active Machine / Service

L SQ‘E‘ERN Can You Spot the Trap? Honeypot Detection in the Face of Evolving Evasion Tactics (SokK)

26



©" CYBER CNIFR S%FRN AIRBUS

27



